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1 Region calculus with computable references

1.1 Syntax

Locations are drawn from the set Loc and values are drawn from the set Val
and principals are drawn from the set Prin

e = Expression
| v Value
| le Dereference
| ed e reference computation

v = Value
| n Integer
| tt True
| ff False
| Br Read view of a location
| W Write view of a location

c = Command
| if e then ¢ else ¢ Conditional
| while e do ¢ Loop
|e:=¢e Assignment
| ¢;¢ Sequential composition
| skip Skip

P = Program
| p{c} Region
| PoP Region composition

p = Principal
| P Normal principal
| P Endorsed principal



1.2 Semantics

1.2.1 Access control semantics

Expressions:
(H,e) fa ¥ — H(r)
A—Val—p A-deref ¢/ va T ) vz "
(H,v) s v (H,le) Jav
P P
(H,e1) a ¥r (H,ex) §an
AcvefComp (r@n) € dom(H)
p
(Hye1 @ ex) Ja Y(ron)
Commands:
P
it (H,e) Jawv v=tt
,1f e then c; else co A , C1
H.,if e th 1 LA (H
P
A-else <H’ 6> Jawv v =
(H,if e then ¢ else ¢3) =S4 (H, c5)
P
A-while 1 (H.e) bav v=rt
,while e do ¢) —4 (H, ¢; while e do ¢
H,while e do ¢) ¥4 (H, ¢;while e d
p
A-while 2 (He) ba v o=
(H,while e do ¢) ¥4 (H, skip)
p P
<H761> ‘UA W’r <H7 62> U’Av
A-assign 5(,0) = (O)(T)
(H,e1 := eg) £ (H[r — v], skip)
pe 1A ) $a ()

(H,c1;e0) =S4 (H', ¢} e2)

A-seq 2
(H, skip; co) ¥4 (H, c2)



Program:

(H,c) £ (H', "
(H,p{c}) =a (H,p{c'})

A-prg 1

<H7P1> —A <H/aP{>
(H,PyoPy) =4 (H',P{oPy)

A-comp 1

A-comp 2
comp (H, p{skip} o P) -4 (H, P)

1.2.2 Capability semantics

Expressions:

p
(H,e) lc ®r v=H(r)

— W .1 — > (O) !/
C-val C-deref Y " B(P) =L (T )

(Hoen) o vr (H ) bon
(r@n) € dom(H) v=W = B(p) >L O(r ®n)

C-refComp P
(H,ye1 D ex) o Y(rdn)
Commands:
P
it (H,e) lc v v=1t
(H,if e then ¢; else ¢3) <S¢ (H, ¢1)
p
C-else <H7 e> bo v v=
(H,if e then ¢ else ¢3) <S¢ (H, ¢3)
p
C-while 1 (H,e) bo v v=t
(H,while e do ¢) <¥¢ (H, ¢;while e do ¢)
P
C-while 2 <H7 6> bov v=0

(H,while e do ¢) <S¢ (H, skip)



p P
<Ha 61> U’C Wr <H7 62> ‘UC v

C-assign
(H, ey = e3) <S¢ (H[r — v], skip)
s {H ) o (B )
(H, c1502) S (H', cf; c2)
C-seq 2
(H, skip; cz) e (H, c2)
Program:
Cprg 1 H©) o (H', )
<H,p{0}> —C <H7p{cl}>
oo 1 H P v (L P)
<H,P1 OP2> —C <H/,P{ OP2>
C-comp 2

Lemma 1 (lec:>ifA). VH,e,p. (H,e) lfcv = (H,e) l}pAv

P
Proof. Proof by induction on the | ¢

1. C-val:
From A-val

2. C-deref:
P
IH: (H,e) s Br
From IH and A-deref.

3. C-refComp:
From A-refComp

O

P P
Lemma 2 ({¢ cant evaluate to references higher than p). VH, e, p. (H,e) ¢ v

ANo="r = B(p) >L O(r)

P
Proof. Proof by induction on the ¢



1. C-val:
Directly from the premise

2. C-deref:
Directly from the premise

3. C-refComp:
Directly from the premise

O

Lemma 3 (<$¢ = —$4). VH,p,c. (H,¢) <$¢ (H',¢/) = (H,c) <4
(H', )

Proof. Proof by induction on —¥¢

1. CAif:
P
From Lemma 1 we know that (H,e) {4 v and v = #¢
Therefore, from A-if.

2. C-else:

P
From Lemma 1 we know that (H,e) 4 v and v = ff
Therefore, from A-else.

p
3. C-while 1: From Lemma 1 we know that (H,e) {4 v and v = tt
Therefore, from A-while 1.

p
4. C-while 2: From Lemma 1 we know that (H,e) |4 v and v = ff

Therefore, from A-while 2.

5. C-assign:

p p
From Lemma 1 we know that (H,e;) {4 "7 and (H, e5) {4 v.
From Lemma 2 we know that 5(p) >1. O(r)

Therefore, from A-assign

6. C-seq 1:
IH: (H,ci) -S4 (H', c})
Therefore, from A-seq 1.

7. C-seq 2:
Therefore, from A-seq 2.

Theorem 1 (¢ = —4). YVH,P. (H,P) —¢ (H',P") = (H,P) —a
(H', P")

Proof. Proof by induction on the —¢



1. C-prg 1:
From Lemma 3 and A-prg 1

2. C-comp 1:
From A-comp 1

3. C-comp 2:
From A-comp 1

O
Lemma 4 (ACs: Write integrity for commands). If (H, c)—gA*<H’,,> and
H(r) # H'(r), then 3(p) 1, O(r).

Proof. Say reduction happens like this, (H, p{c}) —a (H1,) ... =4 (Hp, )—a(H’, )
IH: (H,c)$4 (H,,-) and H(r) # H,(r) = B(p) >L O(r)
By induction on the last reduction

1. A-if, A-else, A-while 1, A-while 2, A-seq 2:
H,=H'

2. A-assign:
Directly from the premise we know that 5(p) > O(r)

O

Theorem 2 (ACs have write integrity). If (H,p{c})—a*(H',_) and H(r) #
H'(r), then B(p) >1 O(r).

Proof. From Lemma 4 U

Theorem 3 (Cs have write integrity). If (H,p{c})—c*(H',_) and H(r) #
H'(r), then () >1. O(r).

Proof. From theorem 2 and 1 O

Lemma 5. VH, e, p.
P
(H,e)lcv Av="7r" = B(p) >L O(r')

P
Proof. Proof by induction on {¢:

1. C-val:
Given

2. C-deref:
The check B(p) >1 O(r') takes care of it.

3. C-refComp:
The check B(p) >1, O(r’) takes care of it.



Theorem 4 (No illicit expansion of authority). If (H,p{c})—c*(H', p{c'})
and H'(r") = Vr, then either H(r') = Vr or B(p) > O(7).

Proof. Say the reduction happens as follows:

(H,p{c}) —=c (Hi,p{cr}) ... (Hn, p{en})—c(H' p{c'})
Induction on the reduction sequence:

H1: H,(r'")=%r = H,(r") ="r or B(p) >L O(r).
Induction on the last derivation:

1. C-if, C-else, C-while 1, C-while 2, C-seq 2:
H' = H,, therefore from IH1

2. C-assign:
From Lemma 5 we know that 5(p) >1, O(r). 2 cases arise

o y =Wy

From Lemma 5 3(p) >1 O(r"). Thus satisfying 2nd disjunct.
Pr ?é WT”:

Vacuous

3. C-seq 1:
From IH

O

A and C semantics don’t provide any CDA freedom (see counter examples
in the paper). But one can use C semantics to obtain CDA freedom on a
language without reference computation with additional restrictions (as we will
describe in the subsequent sections). Those restrictions are quite strict and
don’t admit many useful programs. So, we relax those restrictions at the cost
of doing explicit-only provenance tracking (for the same restricted language).
And finally we show that at the cost doing full blown provenance tracking one
can remove all those restrictions (this can even be done for the full language
with reference computation).

2 Region calculus without computable references

2.1 Syntax

Locations are drawn from the set Loc and values are drawn from the set Val
and principals are drawn from the set Prin



e = Expression

| v Value
| le Dereference
Vo= Value
| n Integer
| tt True
| ff False
| B Read view of a location
| Wi Write view of a location

c = Command
| if e then ¢ else ¢ Conditional
| while e do ¢ Loop
| e:=c¢ Assignment
| ¢;c Sequential composition
| skip Skip

P = Program
| p{c} Region
| PoP Region composition

p = Principal
| P Normal principal
| P Endorsed principal

2.2 Semantics

Definition 1 (Heap). Heap (H ) is defined as a mapping from location to value,
formally: H : Loc — Val

Definition 2 (Ownership map). Ownership map (Q) is a mapping from location
to the principal owning it, formally: Q : Loc — Prin.

Definition 3 (Get principal of a region).

=
(1>
—
acliac
T
I
==



2.2.1 Access control semantics

Expressions:
(Hoe)a *r  v=H(r)
A-va] ——MM8M8M8Mm A-deref Gl A T - v= "
<HaU>UAU <H,!6>l}A’U
Commands:
P
it (Hye) Jawv v=tt
(H,if e then ¢; else ¢3) £ (H, 1)
P
A-else <H7 e> bav v=
(H,if e then ¢ else ¢3) <S4 (H, ¢3)
P
A-while 1 (H.e) Yav v=t
(H,while e do ¢) ¥4 (H, ¢;while e do ¢)
P
A-while 2 (H.e) Yav v=0
(H,while e do ¢) ¥4 (H, skip)
P p
(Hyet)ba "r  (H,e) hav
A-assign 5([)) 2L ©(T)
(H, e := e3) £, (H[r — v], skip)
A-seq 1 <H7 cl> _gA <H/v C£>
(H,cr;c2) JA (H', Ci% c2)
A-seq 2
(H, skip; c2) ¥4 (H, c2)
Program:
Ao 10 Fa(H' )
(H,p{ct) =a (H,p{c'})
(H,P1) —4 (H', P)
A-comp 1 TRy,
(H, P10 Py) =4 (H',P{oPs)
A-comp 2

(H, p{skip} o P) —a (H,P)

10



2.2.2 Capability semantics

Expressions:

<H,e)lfc Ry v=H(r)
— W, s > / — W, s > /
C-val Y i ﬂ(f) =L @(T’ ) C-deref Y i ﬂ(pp) L @(T’ )
(H,v) Yo v (H,le) yc v
Commands:

P
(H,e) Jc v v=1tt
(H,if e then ¢ else ¢3) <S¢ (H, ¢1)

C-if

p
(H,e) lc v v
(H,if e then ¢ else ¢3) <S¢ (H, ¢3)

C-else

P
H,e v v =t
C-while 1 < > be

(H,while e do ¢) —¥¢ (H, ¢;while e do ¢)

(H,e) lfc v v=ff
(H,while e do ¢) —$¢ (H, skip)

C-while 2

P P
(Hyer) b "'r (H,e) I v
(H, e, = e3) <S¢ (H[r — v], skip)

C-assign

(H,c,) e (H', ¢})
(H, c1; ¢o) < (H', cl; ca)

C-seq 1

C-seq 2
(H, skip; c2) S (H, c2)

Program:

(H,c) S (H', )
(H,p{c}) —c (H,p{c'})

C-prg 1

11



(H,Pr) —c (H', P1)
<H,P1 o P2> —C <H/,P{ OP2>

C-comp 1

C- 2
P TTH, p{skip} o P) —¢ (H, P)

Lemma 6 (leC:>lf ). VH,e,p. (H,e) lecv = (H,e)l}pAv

P
Proof. Proof by induction on the ¢

1. C-val:
From A-val

2. C-deref:
P
IH: (H,e) a4 ®r
From IH and A-deref.

O
p p
Lemma 7 (| ¢ cant evaluate to references higher than p). VH, e, p. (H,e) ¢ v

ANo="r =
P >, O(r) where P = B(p)

P
Proof. Proof by induction on the |¢

1. C-val:
Directly from the premise

2. C-deref:
Directly from the premise

O

Lemma 8 (<S¢ = —£4). VH,c,p. (H,c¢) $c (H',¢') = (H,c) <S4
(H', ")
Proof. Proof by induction on —¥¢

1. CAif:

o
From Lemma 6 we know that (H,e) {4 v and v = it
Therefore, from A-if.

2. C-else: )
From Lemma 6 we know that (H,e) {4 v and v = ff
Therefore, from A-else.

12



p
3. C-while 1: From Lemma 6 we know that (H,e) |4 v and v =t
Therefore, from A-while 1.

p
4. C-while 2: From Lemma 6 we know that (H,e) |4 v and v = ff
Therefore, from A-while 2.

5. C-assign:
p p
From Lemma 6 we know that (H,e;) a4 "r and (H,e)) 4 v.

From Lemma 7 we know that PP >, O(r) where P = S(p)
Therefore, from A-assign

6. C-seq 1:
IH: (H, 1) <S4 (H', ¢})
Therefore, from A-seq 1.

7. C-seq 2:
Therefore, from A-seq 2.

O

Theorem 5 (—¢ = —4). VH,P. (H,P) —¢c (H',P') = (H,P) —a4
(H', P')

Proof. Proof by induction on the —¢

1. C-prg 1:
From Lemma 8 and A-prg 1

2. C-comp 1:
From A-comp 1

3. C-comp 2:
From A-comp 2

O

Lemma 9 (ACs: Write integrity for commands). If (H, c)—gA*<H/,,> and
H(r) # H'(r), then B(p) 2L O(r).

Proof. Say reduction happens like this, (H, p{c}) =4 (H1,) ... =4 (Hp, )—a(H', )
IH: (H,c)-$a (Hp,, ) and H(r) # Hu,(r) = B(p) > O(r)

By induction on the last reduction

1. A-if, A-else, A-while 1, A-while 2, A-seq 2:
H,=H'

2. A-assign:
Directly from the premise we know that 3(p) > O(r)

13



Theorem 6 (ACs have write integrity). If (H,p{c})—a*(H’',) and H(r) #
H'(r), then B(p) > O(r).

Proof. From Lemma 9

Theorem 7 (Cs have write integrity). If (H,p{c})—c*(H',-) and H(r) #
H'(r), then B(p) 21 O(r).

Proof. From theorem 6 and 5 O

Lemma 10. VH, e, p.
P
(H, e)Wov Av="r = B(p) > O()

P
Proof. Proof by induction on {¢:

1. C-val:
Given

2. C-deref:
The check B(p) >1 O(r’) takes care of it.

O

Theorem 8 (No illicit expansion of authority). If (H,p{c})—c*(H', p{c'})
and H'(r") = Vr, then either H(r') = Vr or B(p) > O(r).

Proof. Say the reduction happens as follows:

(H,p{c}) —c (Hi,p{cr}) ... (Hn, p{en})—c(H', p{c'})
Induction on the reduction sequence:

H1: H,(r')=%r = H,(r") ="r or B(p) >L O(r).
Induction on the last derivation:
1. C-if, C-else, C-while 1, C-while 2, C-seq 2:
H' = H,, therefore from IH1
2. C-assign:
From Lemma 10 we know that 8(p) >1, O(r). 2 cases arise
o y =Wy
From Lemma 10 8(p) > O(r"). Thus satisfying 2nd disjunct.
P 75 WT”:
Vacuous
3. C-seq 1:
From TH

14



Definition 4 (Authority Context). An authority context, E,, , is a program with
one hole of the form pa{e}. Formally, E,, ::= pi{ci}o...opa{e}o...op,{c,}.
We write E,,[ca] for the program that replaces the hole o with the adversary’s
commands cy, i.e., the program p1{c1}o...opa{cato...op,{cn}.

Any program P (without a hole) can be trivially treated as an authority
context E,, = Popa{e}.

Definition 5 (Attacker’s Interest Set). AIS = the set of references that the
attacker is interested in.

Definition 6 (No Interesting High References in Program). nihrP(P,pa) =

Say P=p1{c1}o...op{cn}, B
Vi<i<n. B(pa) 2L B(pi) A pi #P = nihrC(ci, pa)

Definition 7 (No Interesting High References in Command).

nihrE (e, pa) A nihrC(ci, pa) A nihrC(ca, pa) ¢ = (if e then ¢y else ¢
nihrE (e, pa) A nihrC(c',pa) ¢ = (while e do ¢

(
(
nihrC(c,pa) = { nihrE(er, pa) A nihrE (e, pa)
nihrC(c1, pa) A nihrC(ca, pa)
true

Definition 8 (No Interesting High References in Expression).

false e= "rAB(pa) 2L O0(r) Ar e AIS
nihrE(e,pa) = { nihrE(e’,pa) e =le
true otherwise

Definition 9 (No Interesting High References in Heap). nihrH (H,p4) =
Vr e dom(H). H(r)= “r'" = B(pa) 2L 0(r") = ' ¢ AIS

Lemma 11 (High non-endorsed expressions cannot compute high reference
from AIS). Ve,p,H,pa.
Blpa) 2L B(p) N p# P A nihrE(e,pa) A nihrH(H, pa) A

v= "r" A B(pa) 2L O0") A (H,e) llpc v =
r' & AIS

P
Proof. Proof by induction on {¢:

1. C-val:
Since e = v = “r', B(pa) L O(r') and nihrE(e, pa)
therefore v’ ¢ AIS (From Definition 8).

2. C-deref:
IH: r ¢ AIS.
Since B(pa) 21 O(r') and nihrH(H, pa) therefore from Definition 9
we know that H(r) ="r" ¢ AIS.

15
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Lemma 12 (nihrC and nihrH are invariants for high non-endorsed regions).
Ve,p, H,pa.

B(pa) L B(p) N p#P A
nihrC(c,pa) A nihrH(H,pa) A

(H,c) ~fc (H', <)
—
nihrC(c',pa) N nihrH(H' pa)

Proof. Proof by induction on —S¢

1. C-if: Since H' = H, therefore nihrH(H',pa).
Since, nihrC(c, pa) therefore nihrC(c1, pa).

2. C-else: Since H' = H, therefore nihrH(H',pa).
Since, nihrC(c, pa) therefore nihrC(ca, pa)

3. C-while 1: H' = H, therefore nihrH (H', p4).
Since, nihrC(whileedoc’, p4) therefore nihrC(c’, pa)

4. C-while 2: H' = H, therefore nihrH(H', pa).
nihrC (skip, pa)

5. C-assign:
2 cases arise:
(a) H'(r) # r": nihrH(H', pa) holds vacuously.
(b) H'(r) =
i. B(pa)>L O(r'): nihrH(H', p4) holds vacuously.

il. B(pa) 2L O(r'): From Lemma 11 we get r' ¢ AIS.
And since H'(r) = r’/, therefore nihrH(H', p4)

r’: Again 2 cases arise:

nihrC (skip, pa)

6. C-seq1: By IH nihrH (H', p4) and nihrC(c}, pa). Therefore, nihrH (H', pa)
Since, nihrC(ci; c2, pa) and from TH, nihrC(ci; c2,pa)

7. C-seq 2: H' = H. Therefore, nihrH(H', p4).
Since nihrC (skip; ¢, pa) therefore nihrC(c, pa)

Lemma 13 (nihrH is invariant in low regions). Ve, p, H, pa.

Blpa) =L B(p) A
nihrH(H,pa) N

<H7 C> JC’ <Hla C/>
_—
nihrH(H', pa)

Proof. Proof by induction on —¥¢

16



1. C-if, C-else, C-while 1, C-while 2, C-seq 2: Since H' = H, therefore
nihrH(H',pa).

2. C-assign:
2 cases arise:

(a) H'(r)# r': nihrH(H', pa) holds vacuously.
(b) H'(r) =r'": Again 2 cases arise:
i. B(pa) >L O(r'): nihrH(H', pa) holds vacuously.
il. B(pa) 2L O(r'): From Lemma 14 S(pa) >1 O(r'), therefore
nihrH(H', pa)
3. C-seq1: By IH nihrH (H', p4) and nihrC(c}, pa). Therefore, nihrH(H', pa)
O

Lemma 14 (Low regions cannot compute high writable references). Ve, p, H, pa.
Bpa) L Blp) N v = "71"A

(H,e) llpc v
.
B(pa) ZL O(r')

P
Proof. Proof by case analysis on {¢:

1. C-val:
Since v = "r'. Therefore, S(pa) >1. B(p) >L O(r') from C-val.

2. C-deref:
Since v = "r’. Therefore, S(pa) >1 B(p) > O(r') from C-deref.

Lemma 15 (nihrP and nihrH are invariants on programs). V P, H, p4.
nihrP(P,pa) N nihrH(H,pa) A

(H,P) —»¢ (H', P")

_—

nihrP(P',pa) A nihrH(H', p)

Proof. Proof by inductipn on —¢

1. C-prg 1:
2 cases arise:

(a) B(pa) =L B(p): Lemma 13 we know that nihrH(H',ps) Say, P =
p{c} and P’ = p{c'}.
Since B(pa) >1L B(p’) therefore nihrP(P’, pa) holds vacuously.

(b) B(pa) #1 B(p): From Lemma 12 we know that nihrH(H', p4) and
nihrC(c', pa).
Say, P = p{c} and P’ = p{c'}.
Therefore, nihrP(P’, pa)

17



2. C-comp 1: From IH

3. C-comp 2: H' = H therefore nihrH(H', pa)
nihrP(P,pa)

O

Lemma 16 (High interesting references dont change value in high non-endorsed
regions). Ye,p, H,pa.

Blpa) 2L B(p) N p #P A

nihrC(c, pa) A nihrH(H,pa) A

(H,¢)$c (H', )

—

Vre AIS.f(pa) 2L 0(r) = H(r)=H'(r)

Proof. Induction on e

1. C-if, C-else, C-while 1, C-while 2, C-seq 2:
H=H

2. C-assign:
From Lemma 12 we know that B(pa) L O(¥r) = r ¢ AIS. Therefore,
Vre AIS.B(pa) 2L O(r) = H(r)=H'(r)

3. C-seq 1:
By IH

O

Lemma 17 (High interesting references dont change value in low regions).
Ve, p, H,pa.

Blpa) =L B(p) A

(H,c) e (H', ¢

—

YV reAIS.B(pa) . 0O(r) = H(r)=H'(r)

Proof. Induction on —$¢:

1. C-if, C-else, C-while 1, C-while 2, C-seq 2:
H=H

2. C-assign:
From C-assignfB(pa) >1 B(p) >L B(pw). Therefore, ¥V r € AIS.B(pa) 2L
O(r) = H(r)= H'(r)

3. C-seq 1:
By TH

18



Corollary 9. VP, Hy,p4.

nihrP(P,pa) N nihrH(H,pa) A

Say P = piferfo...pnfen}

Vi<i<n. pi#PA

<H1;P1> *;‘C <anpn>

—

Vr e AIS.B(pa) 1L O(r) = H(r)= H'(r)

Proof. Say the reduction happens as follows: (Hy, P\) —¢ (Ha, Pa)...(Hy,_1, Pn_1) —¢
(o, Po)

From Lemma 15 that nihrP(P,_1,pa) N nihrH(H,—_1,p4)

By induction on the length of the reduction

IH1: V r € AIS.B(pa) ?1.O(r) = H(r) = H,_1(r)

Induction on —¢ on the last step:

1. C-prg 1:
From TH1, Lemma 16 and Lemma 17

2. C-comp 1:
By IH and TH1

3. C-comp 2:
H,_1 = H, and from IHI.

O
Definition 10 (Freedom from Confused Deputy Attack). CDAF(E,,, H, —ycq

)é

Y oy c;)A.

(H,Ep,lcpal) —red (Hi, P1) =

Vr e AIS.

<H’EPA[CIpA]> —red <H2; P2> - H1(7’) = HQ(T)
V

HCZA'<H7PA[C;;IA]> %jed <H3,P3> A Hl(T) = H3(7’)

Definition 11 (CDAF with endorsement). CDAF-E(E,,, H, —,cq) =
Say ]EPA: pl{cl} O... pn{cn}

1 S Z,j S n. Pij = pi{cj} o.. -pj{cj} 5.1

Vi<k<jP,#P = CDAF(P;j,H,—cq)

Theorem 10 (CDA freedom with endorsement). VE,,, H.
nihrP(E,,, pa) =

nihrH(H,pa) =

CDAF-EE,,, H, —¢)

Proof. Vr € AIS the following cases arise:

1. B(pa) =L O(r): All these references can be written directly by the at-
tacker. So, for every write on a such a reference can be simulated by the
attacker code only. Thus, satisfying the second disjunct.
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2. B(pa) 2L O(r): From Corollary 9, Hy(r) = Ha(r) = H(r).

3 Explicit-only provenance tracking

Expressions:
(Hye) Ua Brts P, =0(r) v=H(r)
EP-val P EP-deref ’ pT
(H,v) bgp v’ (H,le) bpp v
Commands:
P
—_ (H,ey Jgp v v =1t
(H,if e then ¢; else ¢2) Bep (H,c1)
P
EP-else (H,e) dpp v v=ff
(H,if e then ¢; else ¢) Lep (H, c3)
p
EP-while 1 (H.e)bppov  v=1t
(H,while e do ¢) Bgp (H, ¢;while e do ¢)
i p
EP-while 2 (Hoe)bppv  v=Ff

(H,while e do ¢) B pp (H, skip)

(H,ep) ﬁEP Witr P = B(p) P>, O(r) (H, e2) ‘ﬁEP vt
p#P = £,.N4, >, O(r)

EP-assign "
(H, e := eg) Lep (H[r — v], skip)

<H, 01> ﬁ)Ep <H/, Ci>

EP-seq 1 -
(H,c15¢0) =pp (H', c1; c2)

EP-seq 2

<H, Sk’lp; 02> £>Ep <H7 CQ>
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Program:

(H,¢) Lpp (H', )
(H,p{c}) =pp (H,p{c'})

EP-prg 1

<H,P1> —EP <H’,P{>

EP- 1
P H Py o Py) »gp (H', Pl o Py)

EP- 2
comp (H, p{skip} o Py —»gp (H, P)

Definition 12 (No Interesting References in only High Heap). nihrHH (H,p4) =
Vr € dom(H). B(pa) 2L O(r) A H(r) = Wr'" = B(pa) #L O(r') =
' & AIS

Lemma 18 (Any AIS reference computed in a high region must have attackers
label). Ve, p, H,pa.

Blpa) 21 B(p) A nibrE(e,pa) A nihrHH (H, pa) A v = ~1"" A B(pa) 21 O(r")
A p

(H,e)Ipp v

—

& AIS V B(pa) >L 4

P
Proof. Proof by induction on | gp:

1. EP-val:
Since e = v = Y1’ B(pa) 1L O(r') and nihrE(e,pa)
therefore ' ¢ AIS (From Definition 8).

2. EP-deref:
IH: v ¢ AIS V B(pa) >L 4y
Case analysisng TH:

(a) rt & AIS:

i. B(pa) 2L O(rr): B(pa) Zu (6-T10(r,))

ii. B(pa) L O(r.): From nihrHH (H, pa) we know that r' & AIS
(b) B(pa) >1 £+ In this case B(pa) >4, (£ = £ N O(r))

O

Lemma 19 (NSRC and nihrHH are invariants in high non-endorsed regions
). Ve,p, Hypa. _

Blpa) 2L B(p) N p#P A

nihrC(c, pa) N\ nihrHH(H,pa) A

(H,c) A ep (H', ")

=

nihrC(c’',pa) A nihrHH(H',pa)
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Proof. Proof by induction on LN EP

1. EP-if: Since H' = H, therefore nihrHH (H', p4).
Since, nihrC(c, pa) therefore nihrC(c1, pa).

2. EP-else: Since H' = H, therefore nihrHH (H',p4).
Since, nihrC(c, pa) therefore nihrC(ca, pa)

3. EP-while 1: H' = H, therefore nihrHH(H',pa).
Since, nihrC (whileedoc’, p4) therefore nihrC(c’, pa)

4. EP-while 2: H' = H, therefore nihrHH (H',py).
nihrC (skip, pa)

5. EP-assign:
2 cases arise:
(a) B(pa) > O(r): nihrHH(H', p4) holds vacuously.
(b) B(pa) 21 O(r): Again 2 cases arise from Lemma 18:
i. r¢ AIS: 2 cases arise:
A. v & AIS: nihrHH(H',pa)
B. B(pa) >1 £.: This case cannot arise as EP-assign requires
0. >, B(pr)

ii. B(pa) >L £ This case cannot arise as EP-assign requires £, >,

ﬁ(pr)
nihrC (skip, pa)

6. EP-seq 1: By IH nihrHH (H', p4) and nihrC(cy, pa). Therefore, nihrHH (H', p4)
Since, nihrC(c1; ca, pa) and from TH, nihrC(cf; c2, pa)

7. EP-seq 2: H' = H. Therefore, nihrHH(H',py).
Since nihrC (skip; ¢, pa) therefore nihrC(c,pa)

Lemma 20 (nihrHH is invariant in low regions). V¢, p, H, pa.

Bpa) =1 B(p) N
nihrHH (H,pa) A

(H,c) Bpp (H', ')
—
nihrHH (H', pa)

Proof. Proof by induction on % pzp

1. EP-if: Since H' = H, therefore nihrHH (H',p4).

2. EP-else: Since H' = H, therefore nihrHH (H',p4).
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3. EP-while 1: H' = H, therefore nihrHH(H',p4).

4. EP-while 2: H' = H, therefore nihrHH (H',p4).

5. EP-assign:
2 cases arise:

(a) B(pa) >1L O(r): nihrHH(H', p4) holds vacuously.

(b) B(pa) 21 O(r): This case cannot arise as EP-assign requires p >,
O(r).

6. EP-seq 1: By IH nihrHH (H', pa) and nihrC(cq, pa). Therefore, nihrHH (H', p4)

7. EP-seq 2: H' = H. Therefore, nihrHH (H',py).

O

Lemma 21 (High non-endorsed regions dont change high AIS references).
Ve,p, H,pa.

B(pa) L B(p) N p#P A
nihrC(c,pa) N nihrH(H,pa) A

(H,c) Bpp (H', )
_—
YV r € dom(AIS).B(pa) 2L O(r) = H(r)=H'(r)

Proof. Induction on L op
1. EP-if, EP-else, EP-while 1, EP-while 2, EP-seq 2:
H=H

2. EP-assign:
From Lemma 18 we know that 8(pa) 2L O("r) = r & AISV B(pa) >L
£.. In both cases either the assignment happens to a non-high AIS or
assignment cant happen at all. Case analysing:

(a) r ¢ AIS:
i. B(pa) >L £y: Assignment cannot happen

il. B(pa) 2L Ly Clearly V r € dom(AIS).8(pa) L O(r) =
H(r)=H'(r)

(b) B(pa) >1 €,: Assignment cannot happen

3. EP-seq 1:
By IH
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Lemma 22 (Low regions cannot write to high references of interest). V¢, p, H, pa.
B(pa) =L B(p) A

nihrH(H,pa) N

(H,c) Lopp (H',¢)

—

YV r € dom(AIS).B(pa) 2L O(r) = H(r)=H'(r)

Proof. Induction on &Ep:

1. EP-if, EP-else, EP-while 1, EP-while 2, EP-seq 2:
H=H'

2. EP-assign:
From EP-assignf(pa) >1 B(p) >L B(pw)- Therefore, V r € dom(AIS).B(pa) ZL
O(r) = H(r)=H'(r)

3. EP-seq 1:
By IH

Lemma 23. nihrP and nihrHH are Invariants on programs| Ve, p, H,pa.
nihrP(P,pa) A nihrHH(H,pa) N

(H,P) —gp (H', P

_—

nihrP(P',pa) A nihrHH(H',pa)

Proof. Proof by inductipn on —gp

1. EP-prg 1:
2 cases arise:

(a) B(pa) >L B(p): Lemma 20 we know that nihrHH (H', pa)
Say, P = p{c} o P"” and P’ = p{c'} o P".
Since B(pa) >L B(p") therefore, nihrP(P’, pa)
(b) B(pa) 21 B(p): From Lemma 19 we know that nihrHH (H’, p4) and
nihrC(c',pa).
Say, P = p{c} o P” and P’ = p{c'} o P".
Therefore, nihrP(P',pa)

2. EP-comp 1: From IH
3. EP-comp 2: Since H' = H therefore nihrP(skipoP, pa) and nihrHH (H', p,)
O

Corollary 11. VP, Hi,p4a.
nihrP(P,pa) N nihrH(H,pa) A
Say P = pl{cl} o;'-pn{cn}
Vi<i<n. pi#PA
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(Hy, P1) —Ep (Hy, Py)
—
Vr € AIS.B(pa) 1. O(r) = H(r)= H'(r)

Proof. Say the reduction happens as follows: (Hy, P\) = gp (Ho, P2) ... (Hy,—1,Pn—1) = EP
(Hy, Pr)

By induction on the length of the reduction

TH1: V r € dom(AIS).8(pa) 2L O(r) = H(r) = H,_1(r)

From Lemma 23 that nihrP(Pp_1,pa) A nihrHH(H,_1,pa)

Induction on —gp on the last step:

1. EP-prg 1:
From Lemma 21 and Lemma 22

2. EP-comp 1:
By IH

3. EP-comp 2:
H=H

Theorem 12. VE,,, H.
nihrP(E,,, pa) =
nihrHH (H,pa) =
CDAF-E(EPA,H,%EP)

Proof. ¥r € dom(H) the following cases arise:

1. B(pa) =1L O(r): All these references can be writen directly by the attacker.
So, for every write on a such a reference can be simulated by the attacker
code only. Thus, satisfying the second disjunct.

2. B(pa) 2L O(r): From Corollary 11, Hy(r) = Ha(r) = H(r).

4 Full provenance semantics

Expressions:
(H,e) U;p Rty P. =0O(r) v=H(r)
FP-val ) FP-deref ! ;
(H,v) Ypp v (H,'e) bpp v
p ¢ Lo e
(H,e1) ypp “rt (H,e3) ypp n' (r@n) e dom(H)
FP-refComp

p
(H,e1 @ e2) bpp V(r@n)trin
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Commands:

P
(H,e) lpp v* v="1t

FP-if
(H,pc :: PCif e then ¢; else ¢o) —p (H, (pcT¥) :: pec:: PC, cy;endif)
S
FP-else <H7 €> brp v o=
(H,pc :: PC,if e then ¢ else ¢3) —pp (H, (pcM &) :: pc :: PC, co; endif)
FP-endif
(H,pc :: PC,endif) =%p (H, PC, skip)
Lo
FP-while 1 (H,e) brp v v=t
(H, pc :: PC,while e do ¢) —'Fp (H,(pcT &) :: pc:: PC, ¢;while e do ¢;endwhile)
p
FP-while 2 (He) bep v v=g
(H,PC,while e do ¢) ='7p (H, PC, skip)
FP-endwhile
(H,pc :: PC,endwhile) —%p (H, PC, skip)
LW, A
(H,er) bpp "r P=p(p) P=>L0(r) (H,e2) brp v™
FP-assign p#P = ¢, ML, Mpe > O(r)
(H,pc :: PC, ey := ex) ='pp (H[r — v], pc :: PC, skip)
(H,PC,c1) —'vp (H,PC'c})
FP-seq 1 )
(H,PC,c1;c0) —='Fp (H', PC', c}; ca)
FP-seq 2
(H, PC, skip; c3) —='pp (H, PC, c3)
Program:
(H,PC,c) —=rp (H',PC', ')
FP-prg 1 ; 7 S
<H,PC,p{C}> —FP <H , PC ,,D{C }>
(H,PC,P,) —»pp (H', PC’, Py)
FP-comp 1

(H,PC,PyoPy) —pp (H', PC', P{ 0 Py)

FP-comp 2

<Hv [TLp{skip} OP> —FP <H7 [T]7P>
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Definition 13. Two labeled values vi* and vi? are pa-equivalent, written v} 9
vl iff either: "
1. B(pa) PL ({1 ={3) and vy = va or
2. B(pa) >1 b1 and B(pa) >1 Lo

Definition 14 (PC Stack). PC stack (PC) is a stack of labels from the integrity
lattice

Definition 15 (PC stack equivalence).

B(pa) =L pey A B(pa) >L pes
B(pa) =1 pey A B(pa) 2L pce = false PC, = PCQ[pc,] A PCy = PC,LQ[pc,)
Bpa) L pey = B(pa) 2L pey A PCY i PCY
PCy ~ PCy 2 { Blpa) FLpey = false PC, = PC@[pc,] A PCy = Nil
o B(pa) > pey
B(pa) #1 pey = false PCy = Nil A PCy = PC}@[pc,]
B(pa) >L pes
true otherwise

Definition 16 (Heap equivalence - CDA). VHy, Ho,pa. H; ~ H, &
PA

dom(Hy) = dom(Hy) == Vr € dom(H;). B(pa) ?L (O(r) = Hi(r) =
Hy(r)

Lemma 24. VHy, Hs,e,p,pa.
H]_ £ H2 AN 14 75@ A

<H15 > ‘U’FP 1}1

<H25 6> ‘U’FP vzé

L
—— U1 ~ U
PA

P
Proof. Proof by induction on {zp
1. FP-val: Trivial

2. FP—deref;L
IH: r{™* ~ 7472 The following cases arise:
PA

(a) B(pa) 2L (br1 = £p2): In this case 1, = 19 = r. 2 cases:
i. B(pa) 2L O(r): Since H; ~ H,, therefore v; = v
PA

iil. B(pa) =L O(r): vfl ~ 1)52 since £ = £y = O(r) M€y
PA
and thus B(pa) >1 41
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(b) B(pa) =L br1 A B(pa) =L lra: vfl ,;E 52 since ¢1 = O(ry1) M 4,1 and
thus B(pa) >1 41
Similary ¢o = O(r2) M£,1 and thus S(pa) >1 lo

3. FP-refComp:

L
IHI: r{™ ~ ryr
PA

TH2: vf"l X UQE"Z
PA
2 cases arise:
(a) B(pa) ZL (br1 = Lra):
n="mr
i B(PA) Z]L (gnl == enQ):
vy = vy therefore (11 @ v1) = (12 ® 12)
ii. 6(/7.4) Z]L £n1 A 5(/).»4) ZJL gnQ:
(r1 @ wv)” ;k (ry ® v)P" as B(pa) >L ¢ and B(pa) >1 "
A

(b) B(pa) >L Lr1 A B(pa) =L Lra:
i. /B(pA) Z]L ( nl — ETLQ):
(r1 @ v)* 5‘:\ (12 @ 12)P™" as B(pa) >L ¢ and B(pa) >L "
ii. B(pa) =L bt A B(pa) =1 Lo
(new) f]i (r2 ® 1)P™" as B(pa) >1 ¢ and B(pa) > "

Lemma 25 (CDA-Simulation). VHl, Hs, ¢, pcy,pey, PC1, PCa,p,pa.

p#P A H l% Hy A (pey PC’l) (pc2 PCs) A

(Hy,pe, 2 PCy, ¢) ='wp (H, pc) :: PCI, YA

(Hz,pey :: PC2,c) —'pp (Hi,pch == PCly,¢) A Blpa) 21 (pey = pey) A
Blpa) 2L (pch = pey)

=

H] H2 A pef e PCl ~ pC2 : PCY,

Proof. Proof by induction on the —7p:

1. FP-endif:
Here, ¢ = endif.

m:mwm Hj

From definition 15, pc; :: PC| = PCy % PCy = pch 2 PCY
PA
c' = skip
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2. FP-if: .
Here, ¢ = if e then ¢ else ¢y, H{ = Hy ~ Hy = Hj.
PA

L
From Lemma 24 we know that vf* ~ vs!
PA

(a) When B(pa) 21 (61 = €3 = {): Since, B(pa) 21 (pc; = pcy).
Therefore, PC} = pc, ML :: pcy = PCy X pea Ml iz pey 2 PCy = PCY,.
PA

¢f = cr;endif = ¢
(b) When B(pa) >1 ¢1 and B(pa) >1 £o: Case cannot arise as B(pa) 2L
(per = pcs)
3. FP-else:
Here, ¢ = if e then ¢; else ¢y, H{ = Hy ;H\:; Hy = Hj

From Lemma 24 we know that v 9 Ve

PA

(a) When B(pa) 1 (t1 = £ = 0): Since, B(pa) 21, (pey = pes).
Therefore, PC'| = pc, ML :: pey 2 PCy X pey ML 2 pey 2 PCy = PCY,.
PA

¢} = co;endif = ¢
(b) When B(pa) >1 ¢1 and B(pa) > £o: Case cannot arise as B(pa) 2L
(pcy = pe3)
4. FP-while 1:
Here, ¢ = while e do ¢, H{ = H; 5\‘2 Hy = H,

L
From Lemma 24 we know that v!* ~ v}
PA

(a) When B(pa) 21 (61 = €3 ={): Since, S(pa) 21 (pc; = pcy).
Therefore, PC| = pc, M :: pey = PCy X pey Ml iz pey 2 PCy = PCY,.
PA

¢ = ¢1;endwhile = ¢
(b) When B(pa) > ¢1 and B(pa) >1, £2: Case cannot arise as 3(pa) 2L
(pct = pes)
5. FP-while 2:
Here, ¢ = while e do ¢1, H{ = Hy ;]i Hy = H), PC'| = pcy : PC ;Hi pey
and ¢] = skip = ¢}
6. FP-endwhile:
Here, ¢ = endwhile
H, ~ Hy = H}, PC’, = pc, =: PCy [% pey i PCy = PCY and

PA

¢ = skip = ¢
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7. FP-assign:
Here, ¢ = €1 1= e

L
From Lemma 24 we know that ri™ ~ 7
PA

(a)

(d)

Zrz ev2

Y 1 L
and v} ~ v
PA

B(pA) z]L (Erl = £r2) and ﬁ(PA) z]L (gul = 602):
r1 = 19 and v, = V.
Since assignment happens therefore p >, O(ry) and pcM&.q My >

O(ry). And since, H{(r1) = v; = vo = Hy(ry). Therefore H| 9 Hj
PA
from definition 16.

5(,0A) z]L (grl = ET?) and 6(/0A) >L gvlaﬂ(pA) > Lyo:

1 = ry. Since B(pa) >L lv1,B(pa) =1L Lya, therefore B(pa) >
(pey My M A1) and B(pa) 21 (pey MLy Miyg).

Since assignment happens therefore p >1, O(ry) and S(pa) > (pc M
Ly M Ay1) >, O(my).

And since B(pa) > O(ry), therefore H{ X Hj from definition 16
PA

B(pa) =1L b1, B(pa) 2L Lr2 and B(pa) 21 (b1 = Lu2):

v = vg. Since B(pa) > Cr1,B(pa) >L Lra, therefore B(pa) >1,

(peqy MLy1 ML) and B(pa) =1 (peq M ly2 ML2).

Since assignment happens therefore p >1, O(ry) and S(pa) >1. (pec M

L1 Mly1) >1 O(ry).

Similarly p >1, O(r2) and B(pa) >L (pc ML My1) >1 O(rz). And

since B(pa) >1 O(r) and B(pa) > O(rz), therefore H] 9 HJ from
PA

definition 16

B(pa) =L Lr1, B(pa) 2L bre and B(pa) 21 L1, B(pa) 2L Loz

B(pa) >L (pcy MLlyr Mee1) and B(pa) 2L (peq MLy Meo).

Since assignment happens therefore p >1, O(ry) and S(pa) > (pc M

Loy M y1) 21 O(ry).

Similarly p >1, O(r2) and B(pa) >L (pc M1 MAy1) >1, O(rz). And

since B(pa) >1 O(r1) and B(pa) > O(rz), therefore H] ~ HJ from
PA

definition 16

PC'| = pc, : PCy ;)H\? pcy 2 PCy = PCY,
A

c' = skip

8. FP-seq 1:
Here, ¢ = ¢3¢0
From IH H! ~ H}, pMipcy = PCY X pch : PCY and B(pa) 21 (pc) = pch)
PA PA

-

¢ =d

9. FP-seq 2:
Here, ¢ = skip; ¢y
From IH H| = H, ~ H, = Hj, PC', = PC, ~ PCy = PC), and ¢’ = skip
PA PA
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Lemma 26 (CDA-High to Low transition). VHy, Hy, ¢, PCy, PCo,p,pa.
p#FAHl’]EHQ/\(pClii.PCl)’]l\"PCQ/\

pa pa
(Hy,pey 2 PCy,c) <'pp (H{,pc) 2 PCY, &) A Bpa) 1 pey A Bpa) > pch

L L
H| ~ Hy A pc : PCy ~ PCy
PA PA

Proof. Proof by induction on the —%p relation:

1. FP-endif, FP-endwhile:
This case cannot arise as PC' is popped in this case and we cannot go from

a B(pa) 2L pMpey to B(pa) 2L p M pch

2. FP-if, FP-else, FP-while 1:

H = H % H
PA

Since B(p4) >1. pe}.
Therefore from definition 15 PC = pcy M4 :: pey =2 PCY = PC,
PA

3. FP-while 2, FP-assign, FP-seq 2:
Case cannot arise as pc, :: PC| = pc) :: PCy

4. FP-seq 1:

From TH, H/ ~ H,, PC, ~
PA

PA

PCy

Lemma 27 (CDA-Confinment). VHy, Hy, ¢, PCy, PCa,p,pa.
p#P A Hy % Hy A (PCy = (pey : PC)) % PCy A
PA PA
(Hy, PCy,c¢) =pp (H{,PCY, ') A B(pa) >L pe, =
H| % Hy A PC', ~ PC,
PA PA
Proof. Proof by induction on the —%p relation:
1. FP-endif, FP-endwhile:
H = H, ~ H,
PA
Since pc, :: PCY X PCsand B(pa) >1 pey (given).
PA
Therefore, from definition 15 (PC| = PCY) X PCy
PA

2. FP-if, FP-else:
H = H, ~ H,
PA
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Since pc; :: PCY ,;E PCy and B(pa) >1 pey (given).

Therefore from definition 15 PC = pcy M€ :: pey =2 PCY X PCy
PA

3. FP-while 1:
H = H ~ H,
PA
L

Since pc, :: PCY ~ PCy and B(pa) >L pey (given).

Therefore from definition 15 PC = pcy M4 :: pey =2 PCY % PC,y
PA

4. FP-while 2:
H = H, ~ H,, PC', = PC, ~ PC,
pA pPA

5. FP-assign:
From FP-assign, since B(pa) >1L pcy, therefore B(pa) >1 (pe; Ml Mly1).
Since the assignment happens therefore 8(pa) >1 (pc; Ml Mly1) >1 pr

Therefore, H{ ~ Hs from definition 16 and PC"l = PC, ~ PCo
PA PA

6. FP-seq 1:
From TH, H/ ~ H,, PC, % PCy
PA PA
7. FP-seq 2:

From IH, H! = H, & H,, PC’, = PCy X PC,
pA PA

Lemma 28 (CDA-Low to high transition). VHy, Ha, ¢, PC1,PCa,p,pa.
p%@/\ Hll//j]\szl A

(peyy = PCq1) 5\‘; PCoq i: PCa1 A

B(PA) ZL pcyy A B(PA) ZL pCyy A
B(pa) =L peia A B(pa) 2L peag A
V2 <i<mn. B(pa) >L peqy; A

V2 <j<m. B(pa) >L pCo; A
6(p14) ?fl PCin A ﬁ(pA) Z‘lL PCom A

(Hy1,peyq =2 PCuy,y¢) —'pp (Hig, peyg 2 PCha, c1a) —5p (Hin, peqy, 2 PCip, cin)
A

*

*

(Hyy, peoy 2 PCay, ¢) —'pp (Hag, peoy 2 PCa, c22) —5p (Ham, peopy 2 PCam, Cam)
=L L
Hy, ;)VA Homy A pecy,, : PChy ;)VA PCom it PCom A C1n = Com

Proof. To prove Hy, X Hs,, and peq,, : PC1y ~ PCopy i+ PCopm:
pa pa

L

PA

L .
Hiy ;)VA Hyy and (pcyq :: PC11) ~ peyy 2 PCoy (given)
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From Lemma 26 we know that Hi S Hsy and peyq : PC1y ~ peyy i PCoy
pa pa

From Lemma 27 we know that Hy,_1 9 Hy; and peq,,_q : PCip—1 9 PCyy it
PA PA
PCy
L

Similarly from Lemma 27 we also know that Hyq ~ Hsp—1 and peqq - PCyp ~
pa pa
PCoym—1 +* PCQm_l

L L
Therefore, Hip—1 ~ Ham—1 and peq,_q : PCin—1 ~ pcopp_q it PCom—1
pPA PA

To prove c1, = Com:
By induction on c:

1. ¢ =1if e then ¢; else ca:
From FP-if and FP-else we know that c;o = ¢1;endif and cpo = ¢o; endif
or ¢11 = co;endif and o1 = ¢q; endif
Now, since S(pa) >L pci,_q1 and B(pa) >L pcy,,_q therefore ci,—1 =
Com—1 = endif
From T-endif ¢i,, = coy, = skip

2. ¢ = while e do ¢;:
Since, B(pa) >L pcig and S(pa) >L pey, therefore from FP-while 1 ¢10 =
c1; while e do ¢;;endwhile and c32 = ¢1; while e do ¢1; endwhile
Now, since S(pa) >L pci,_q1 and B(pa) >L pco,,_q therefore ci,—1 =
Com—1 = endwhile
From T-endWhile ¢y, = ¢2,, = skip

3. ¢ = skip, c = e1 := eg:
This case cannot arise

4. ¢ = cy;cot
From IH

Lemma 29 (CDA-Attacker-Confinment). VHy, Ha, ¢, PC1, PCo,p,pa.
p#PAp=paAH ~Hy A

PA
(H\,T,¢) =pp (H,T,¢) =
H{ ~ H,
PA

Proof. Say the reduction happens in the following way:
<H1) T7 C> _>ﬁ1)7'P <Hn713 Pcnfla C’I’L71> _>ﬁ1)7'P <H1l7 T) Cl>
H1: H, | ~ H,

PA
By induction on the last reduction:

1. FP-if, FP-else, FP-endif, FP-while 1, FP-while 2, FP-endWhile, FP-seq
2:
H| = H,,_,. Therefore for IH1
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2. FP-assign:
From FP-assign we know that S(p) >1, O(r) and since p = p4 therefore

H| X Hy 1 ~ Hy (from IH1 and Definition 16)
PA PA

3. FP-seq 1:
From IH and IH1

Definition 17 (State). S((H, PC, p{c}) = (H, PC)

Definition 18 (Trace). T((Hy, pc, :: PC1,p{c1}) = Fp (Hn, pc,, 2 PCp,p{cn})) £
{S((H;, pc; : PCy, p{ci}))[1 < i <nAB(pa) 2L pe;}

Definition 19 (Trace equivalence). T XT, 2
PA

ITy| = |Ta| AV1<i<|Ty|. T1(i).H ;IE To(i).H A Ty(i).PC /fE Ty(i).PC

Lemma 30 (NI-for-a-region). VHy, Ha, ¢, pcy, pco, PC1, PCa,p,pa.
p#PAp#pa AH ~Hy A

<H15 T,p{C}> %}P <H1/7 Ta ,D{S]{Z’Lp}> A
(Ha, T,p{c}) —=rp (Hy, T, p{skip}) =
T((Hy, T, p{c}) =rp (H{, T, p{skip})) p% T((Hz, T, p{c}) —rp (H3, T, p{skip}))

Proof. Both the configurations start in equivalent heaps (H; 9 H,) and same
PA

PC stacks (T).
Say TRy = T((Hy, T, p{c}) —rp (H{, T, p{skip})) and TRy = T((Ha, T, p{c}) —Fp
(Hy, T, p{skip}))

Since both executions will take equal number of steps in the high integrity
context, therefore |TR;| = |TRa|.
By induction on |T Ry

TH: V1 < i < p=|TRy|. TR1(i).H =~ TRy(i).H A TR1(i).PC =~ TRy(i).PC
pA pA

To prove: TRy (p).H <~ TRy(p).H A TRy(p).PC ~ TRy(p).PC
pA PA

Say in first execution it takes ¢ steps to go from TRy(p — 1) to TR1(p) and
in second execution it takes r steps to go from TR,(p — 1) to TRy(p). The
following cases arise:

1. ¢=1 and r = 1: By Lemma 25

2. ¢ >1and r =1: By Lemma 27 and Lemma 26
3. ¢g=1and r > 1: By Lemma 27 and Lemma 26
4

. g>1andr>1: By Lemma 28
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O
Definition 20 (Freedom from Confused Deputy Attack). CDA-freedom-FP(E,,, H,—req

)&

VPC, cpysCp,-

(H,PC,E,,[cp,]) —rea (Hi, PCy, Py) =

Vr e AIS.

<H?P07EPA[C//)A]> —red <H27P02,P2> — Hl(T) = HQ(’F)
v

Ac), (H,PC.E,,[c!]) —rea (Hs, PCs, P3) A Hy(r) = Hs(r)

Definition 21 (CDAF with endorsement). CDA-freedom-FP-E(E,,, H,—cq)
A

Say By = pi{ci}o...pn{cn}
1<4,j<n. Py =p{ci}o...pi{c} st
Vi<k<jP,#P = CDA-freedom-FP(P;j, H,—ycq)

Definition 22 (Non-interference for Active Adversaries). NIFA(E,,, —ed). =
VHl, HQ, PCl, PCQ, CA, C;‘.
Hy ~ Hy A PCy ~ PCy
PA PA
(Hy, PC1,E,,[cal) —rea (H{, PCY, P{) A
(Hy, PC2, Ky, [c4]) —rrea (H3, PCY, P})
L L
H{ ~ H, A PC', ~ PC}
PA PA
Definition 23 (NI-A with endorsement). NI-A-E(E,,, —yeqd) =
Say By = pi{ci}o...pn{cn}
1<i,j<n. Py =pi{ci}o...pi{c;} st
Vi<k<jPy#P = NIA(Pij, —req)

Theorem 13 (NI-A = CDA-freedom-FP). Y E,,,H,pa.
NI—A(EpA,—)FP) —
CDA-freedom-FP(E,,, H,—Frp)

Proof. We choose H; and Hs in the definition of NI-A as the H for which we
want to prove CDA-freedom-FP.

From NI-A, we know Hj 19 Hj.
PA
Vr € dom(H{), 2 cases arise :

1. B(pa) 2L O(r) : H{(r) = Hy(r) from Definition 16.
This satisfies first disjunct of CDA-freedom-FP.

2. B(pa) >L O(r) : Second disjunct of CDA-freedom-FP can be trivially
satisfied.

O
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Theorem 14 (NI-A-E = CDA-freedom-FP-E). VE,,,H,pa.
NI-A-EE,,, —pp) =
CDA-freedom-FP-E(E,,, H, = pp)

Proof. Directly from Theorem 13 U

Theorem 15 (—pp guarantees NI-A). V E
NI—A—E(EI)A,—)FP)

PA"

Proof. Expanding the definition of NI-A-E(E,,, —Frp), we get
Say E,,= pi{ci}o...pn{cn}
1<4,j <n. Py =pi{cito...pi{ci}st
Now, say P;; is of the form pi{c{’} o...p# {cii}
ar € {1..m}. pin = pa then from Lemma 30 we get H(/171)1 & H(/171)2 and
PA
L
PC/(I—l)l ;“ PC/(I—l)Q

A
where H(’ —1)1 and H(’ T-1)2 are the final heaps obtained after the execution of

command in (I-1)th region

Similarly PC/(1—1)1 and PC'(I_l)Q are the final PC stacks obtained after the
execution of command in (I-1)th region

For the Ith (attacker region), we get equivalence from Lemma 29

And again for the remaning regions from Lemma 30 again. O

5 Capability safety

5.1 Abstract Definitions

Definition 24 (Valid authority map). auth,o : H x T — A is valid if VH, c.
(H,c¢) o (H',¢!) =

1. acc,0(H, ) C auth,o(H,c) and
2. auth, o(H', ") C auth,o(p, H, c)

Definition 25 (Capability system). A capability is defined by the following
tuple:

o A set of capabilities, C

A function from capability to resources, desg: C — R

A function from capability to its privileges, priv: C — 2{RW}

A function from command to capabilities, tCap : T, — 2°

A function from heap to capabilities, hCap : H — 2C
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o A function from heap and capability to the set actions, cAuth,o : HxC —
2A

This tuple must satisfy the following conditions in order to be termed as a
valid capability system:

1. Basic conditions: VH € H,Vr € C
(a) Ver,c2 €T. ¢ E g = tCap(cy) C tCap(ca)
(b) desg(k) € res(H) <= k€ hCap(H)
(¢) (k & hCap(H) V priv(k) = 0) = cAuth,o(H, k) =

0
(d) (k € hCap(H)Apriv(k) # 0) = {desg(k)}xpriv(k) C cAuth,o(H, k)
C act(H)

(e) VeeT. WAH,c) = tCap(c) C hCap(H)
2. Topology-only bound for cAuth,o: VH € H, k € C.
(a) R € priv(k) = cAuth,o(H, k) C {(desg(r)}xpriv(k) U U cAuth,o(H, k')
where C = 1Cap(H (desg(s)) O UL (s © n)[s @ n is defined }
(b) R & priv(k) = cAuth,o(H, HT; C {desg(r)}xpriv(k) U | cAuth,o(H, k')
where C = |J{k ® n)|k ® n is defined } vee

Definition 26 (Capability Safety). A capability system (as defined in Defini-
tion 25) is capability safe if V H, ¢ the following conditions hold:

1. auth,o(H,c) = U  cAuth,o(H,"r) is a valid authority map
vretCap(c)

2. (H,c) <S¢ (H',¢') and Vr € hCap(H').

(a) acc,o(H,c) pcAuth,o(H, k) = cAuth,o(H', k) = cAuth, o(H, k)

(b) acc,o(H, c)>cAuth, o(H,k) = cAuth,o(H', k) C cAuth, o(H, k)
U U cAuth, o(H, k')
Kk’ €€tCap(c)

5.2 Instantiating the definitions for Capability semantics
with reference computations

Definition 27 (act for our system). act(H) £ {r | r € dom(H)} x {R, W}
Definition 28 (res for our system). res(H) 2 {r | r € dom(H)}

Definition 29 (desg for our system). desg “r = r
(

Definition 30 (priv for our system). privVr £ v where v € {R, W}
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Definition 31 (acc, o for our system).

accE,0 H e

A accE, o H e
accp0 H ¢ =

accE,0 H e1 UaccE, o H ex U{(r,W)}

accp0 H 1
Definition 32 (accE, o for our system).

0

accE, o € U{(r,R)}
accE, o €1 Uaccl, o e

accE,o H e £

Definition 33 (¢Cap for our system).

tCapExpr e U tCap ¢y U tCap co
tCapExpr e U tCap ¢
tCapFExpr ey U tCapExpr e
tCap c1 U tCap co

0

tCap ¢ &

Definition 34 (tCapEzpr for our system).

0
{"r}

a
tCapErpr e = tCapEzpr €'

tCapFExpr ey U tCapExpr es

c=if e then c; else ¢y
¢ = while e do ¢

P
o w
c=e:=eANH,e)lc"r
C = C1,C

e=v
P

e=le/ N(H,e') o Br

e=1¢e D e

c =if e then ¢ else co
¢ = while e do 1
C= €1 .= €y

c=crc
¢ = skip
e=1ttorff
e="r
e =le
e=e De

Definition 35 (hCap for our system). hCap H 2 {“r|r € dom(H) Av €

{R, W}}

Definition 36 (cAuth, o for our system).

A ’
cAuth,o H"r = ¢ cAuth,o O ¥ 1’

0
Definition 37 (Cg for our system).

el =v

¢ Cpe
e’ Cgr eV
6/ EE 62\/

A
e Cpes

{(r,W)}u cAuth,o H *(r ®n)
{(r,R)} Ul cAuth, o0 H ¥(r &n)

{(r,R)} U cAuth,o H ¥(r ®n)

v=WAYrehCap(H)AB(p) >1 O(r)
v=RAYrechCap(H)ANH(r)=""1"'

v=RAYrehCap(H)NH(r)#"1'

otherwise

e ="
e =le;
e=¢e1 D e

e=e@esNefCreiNes T ey
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Definition 38 (C¢ for our system).

"CoaV

"Ceo eV

"= if e then c] else ¢y st € CreAci Co e AehCeo o
c caV

"= while ¢’ docj ste'Crpenci Coa
'=e =€, stegCreNey g e
"CoaV
/

/

I

Co aV
=cicNceiCoe A Ce o

c
c
c
¢
dCoc2X ¢
c
c
c
c

5.3 Results

c = if e then ¢ else ¢y

c = while e do ¢;

C= € .= ¢€
c=c1;c

Lemma 31 (Basic condition 1a). Ve',e” € T,. ¢/ Cg ¢ = tCap(e’) Cg

tCap(e’)
Proof. Proof by induction on e”:

1. v:
An ¢’ Cg v must be v itself, from Definition 37
From Definition 34 tCap(e’) Cg tCap(e”)

2. e1:
An ¢’ Cg le; must be a subset of e, from Definition 37
From TH and Definition 34 tCap(e’) Cg tCap(e”)

3. e1 D e
Since ¢/ Cg e; @ en, 3 cases arise:

(a) ¢ Cg e: From IH and Definition 34

(b) €' Cg ep: From IH and Definition 34

(c) e =e@ejNefCperNesCpeg:
IH1: Vej,e1 € T.. €] Cg ez = tCap(e]) Cg tCap(er)
IH2: Vej, e2 € T.. € Cg ea = tCap(e}) Cg tCap(ez)
From Definition 34, tCapFExpr(e;) U tCapExpr(es) = t
Cg tCapExpr(e) = tCapExpr(e;) U tCapFrpr(es)

CapExpr(e’)

O

Theorem 16 (Basic condition 1b). Vey, ¢ € T.. ¢/ C ¢ = tCap(c’) C

tCap(c")
Proof. By induction on ¢”

1. if e then ¢; else ¢o:
Since ¢’ C ¢”, 3 cases arise :

(a) ¢ Co e
From IH and Definition 33
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(b) ¢/ Ce co:
From TH and Definition 33

(c) ¢/ = if ¢ then ¢ else ¢h st ¢’ CpeNci Coer AchCeo ea
From IH1, TH2, Lemma 31 and Definition 33.

2. while e do c:
Since ¢’ E¢ ¢”, 2 cases arise :

(a) ¢ Co e
From TH and Definition 33

(b) ¢/ = while ¢’ do ¢] st € CgeAc] Co c:
From IH, Lemma 31 and Definition 33.

3. €1 ‘= €g:
Since ¢’ C ¢”, therefore, ¢/ = ef := e} st e Cg e1 Aej Cg eo.
From Lemma 31 and Definition 33

4. cy;co:
Since ¢’ C ¢”. 3 cases arise:

(a) ¢/ Co e
From IH and Definition 33

(b) ¢’ Ceo ca:
From IH and Definition 33

(¢) d=c¢j;ea N Eg g A Eg er:
From TH1, TH2 and Definition 33

O

Theorem 17 (Basic condition 2). VH € H,"r € C. desg(*r) € res(H) <—
Vr € hCap(H)

Proof. To prove: VH € H,”r € C. desg(*r) € res(H) = Vr € hCap(H)
From Definition 29 and Definition 35 we know that r € dom(H). And since
dom(v) = {R, W} therefore ¥r € hCap(H) from Definition 35

To prove: VH € H,”r € C. desg(“r) € res(H) <= "r € hCap(H)

Since Yr € hCap(H ), therefore from Definition 35 we know that r € dom(H) and
v € {R,W}. This means from Definition 29 and Definition 28 that desg(*r) €
res(H) O

Theorem 18 (Basic condition 3). VH € H,"r € C. (¥r & hCap(H)Vpriv("r) =
0) = cAuth,o(H,"r)=10

Proof. Case analyzing the premise (Yr & hCap(H) V priv(“r) = 0):
1. ¥r & hCap(H): From Definition 36, cAuth,o(H,"r) =0
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2. priv(¥r) = 0: Give that “r € C (Yr is a valid capability) therefore v €
{R,W}. Therefore, from Definition 30 priv(“r) # 0. And therefore this
case cannot arise

Theorem 19 (Basic condition 4). VH € H,"r € C. (Yr € hCap(H)Apriv(*r) #
0) = {desg(*r)} x priv(*r) C cAuth,o(H,"r) C act(H)

Proof. To prove {desg(*r)} x priv(*r) C cAuth, o(H,"r)
We know that ¥r € hCap(H). Case analyzing on the v:

1. v = W: From Definition 36 we know that cAuth, o(H,"r) = {(r,W)} U
Some set. And {desg(*r)} x priv(“r) in this case is (r,W). So, clearly,
{desg(* 1)} x priv(*r) C cAuth,o(H,"r)

2. v =R: In this case cAuth, o(H,"r) ={(r",R)|r" € dom(H)} D {desg(*r)}x
priv(*r) = (r,R)

To prove cAuth,o(H,"r) C act(H)
Case analyzing the v:

1. v = W: The largest cAuth,o(H,"r) st v =W AYr € hCap(H) would
occur when Vn.5(p) > O(r@n). And such largest cAuth, o(H,"r) would
be exactly {r | r € dom(H)} x {R, W}

2. v = R: This case can produce read actions only and cAuth, o(H,"r) =
{(r",R)|r" € dom(H)} C {r | r e dom(H)} x {R,W}

O
Lemma 32. VH e H,"r € C. Ve. Wf(H,e) = tCapEzpr(e) C hCap(H)

Proof. By induction on e:

1. tt, ff
From Definition 34 ¢CapExzpr(e) = 0 C hCap(H)

2. 7r:
From Definition 34 tCapFEaxpr(e) = {*r} C hCap(H) because Wf(H,e)

3. le:
IH: tCapExpr(e’) C hCap(H)
From Definition 34 and IH

4. e1 D ey:
IH1: tCapEzpr(e1) C hCap(H)
IH2: tCapExpr(ez) C hCap(H)
From Definition 34 and IH1 and IH2
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Theorem 20 (Basic condition 5). VH € H,”r € C. Ve € T. Wf(H,c) =
tCap(c) C hCap(H)

Proof. By induction on c:

1. if e then ¢; else ¢o:
From Definition 33 tCap(c) = tCapExpr(e) U tCap(cy) U tCap(cz)
From Lemma 32, tCapExpr(e) C hCap(H)
TH1: tCap(c1) C hCap(H)
TH2: tCap(ce) C hCap(H)
From Definition 34 and IH1 and IH2

2. while e do ¢’:
From Definition 33 tCap(c) = tCapExpr(e) U tCap(cy)
From Lemma 32, tCapExpr(e) C hCap(H)
TH: tCap(c1) C hCap(H)
From Definition 34 and IH

3. €1 ‘= €g:
From Definition 33 tCap(c) = tCapExpr(ey) U tCapFExpr(e;)
From Lemma 32, tCapFEzpr(e;) C hCap(H)
Also from Lemma 32, tCapExpr(es) C hCap(H)

4. C1; C2:
IH1: tCap(c1) € hCap(H)
TH2: tCap(ce) C hCap(H)
From Definition 34 and IH1 and IH2

Theorem 21 (Topology-only bound). VH € H, k € C.

1. R € priv(k) = cAuth,o(H, k) C {(desg(k)}xpriv(k) U |J cAuth,o(H,~")
Kk'€C
where C = tCap(H (desg(k)) U U{(k ®n)|x @ n is defined }

2. R ¢ priv(k) = cAuth,o(H, k) C {desg(r)}xpriv(k) U | cAuth,o(H, k')
k'€C
where C = | J{k ®n)|k ®n is defined }

Proof. k ="r (For our capability system “r are the valid capabilities)

1. Proving 1):
Case analyzing on ¥r € hCap(H)

(a) Yr & hCap(H):
In this case cAuth, o(H,"r) = 0 (from Definition 36)

(b) ¥r € hCap(H):
Since v =R, so cAuth, o(H,"r) can be:
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i {(r,R)} Ul cAuth,o H ¥(r @ n):
Now, Cwogld be J{¥(r@n)} as H(r) #~ r' leading to tCap(H (r)) =
(). Thus, proving Zhe result.

ii. {(r,R)}Ul cAuth,o H *(r & n)U cAuth,o O ¥ r':
In this casenCwould be U{¥(r&n)}UT where T' = tCap(H (desg(* 1))

From Definition 29 and given, H(desg(*r)) =*" . And from Def-
inition 33 tCap(” r) = {* r}. Thus, proving the result.

2. Proving 2):

Since “r € C and if R & priv(“r) then from Definition 30 it must be the
case priv(¥r) = W:
2 cases arise:

(a) B(p) 2L O(r):
In this case from Definition 36, cAuth, o(H,"r) = {(r, W)U cAuth, o H " (r & n)

n
Since Y1 € hCap(H) A priv(*r) = W therefore C' = J{"(r ®n)} at
least. Thus, proving the result.

(b) B(p) 2L O(r):
In this case from Definition 36, cAuth,o(H,”r) = (. Thus, proving
the result.

O

Lemma 33. Vp,O, H, e.

accE,o(H,e) C U cAuth, o(H,"T)
vretCapEzpr(e)

Proof. Proof by induction on e:

1. e=w:
From Definition 32, accE, o(H,v) = 0
So, from Definition 36 the required is proved.

2. e=le
IH: accE,o(H,e') C U cAuth, o(H,"T)
vretCapExpr(e’)
From Definition 32, accE,o(H,e) = accE,o(H,e') U {(r',R)} where
p
<Ha e/> Uc B/
{(r',R)} is already included in U cAuth, o(H,"r), proof by

vretCapEzpr(e)

o
induction on (H,¢e’) |}c ®r/
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(a) C-val:
Since e’ evaluates to ®r/. Therefore, ¢/ =
In this case ®r’ is included in tCapExpr(e) and hence in U cAuth, o(H,"r)
vretCapExpr(e)

R’F’

by Definition 36.
(b) C-deref:
From 2nd case of Definition 36 again ®r’ is included in U cAuth, o(H," )
vretCapExpr(e)
(¢) C-refComp:
R/ is included in U cAuth, o(H,"r) from 2nd or 3rd case

vretCapExpr(e)
of Defintion 36

3. e=e1 P ey
IH1: accE,o(H,e1) C U cAuth,o(H,"r)
vretCapExpr(er)
IH2: accE,o(H,e2) C U cAuth, o(H,"T)
vretCapExpr(ez)
Therefore from Definition 32 and Definition 36

Lemma 34. Vp,O, H, e.

p

<H7 6> ‘U’C r A

cAuth, o(H,"r) C U cAuth, o(H," r")
v ' €tCapExpr(e)

P
Proof. By induction on |¢:

1. C-val:
Directly from Definition 36
2. C-deref:
P
Say e =le/, (H,¢e') ¢ ®r. and H(r,) ="r
IH: cAuth,h@(H,Rr,.) - U cAuth,h@(H,”/r’)

”/7"EtCapEa;p7'(e’)
Since H(r.) = Vr therefore cAuth,o(H,®r,) must already include (r,v)
from Definition 36.
3. C-refComp:

P P
Say e = e @ eg, (H,e1) Jo Vi and (H,e2) Yo nst?r ®&n="ry
H: cAuth,o(H,"r) C U cAuth, o(H," 1)

v rictCapExpr(ey)

P
Since (H, e) | V2 therefore from C-refComp and Definition 36 cAuth, o(H,%r)
must already include (1o, v)

And hence, cAuth, o(H,"r2) C U cAuth, o(H,"

v/ r'€tCapEzpr(e)

/

r')
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O

Theorem 22 (Capability safety). A capability system (as defined in Defini-
tion 25) is capability safe if V H, ¢ the following conditions hold:

1. auth,o(H,c) = U cAuth, o(H,”r) is a valid authority map
vretCap(c)

2. (H,c) <S¢ (H',¢') and ¥’r € hCap(H').

(a) acc,o(H,c) pcAuth,o(H,"r) = cAuth, o(H',"Vr) = cAuth,o(H,"r)
(b) acc,o(H, c)>cAuth,o(H,"r) = cAuth,o(H',"r) C cAuth,o(H,"r)
u U cAuth, o (H," 1)

v/ rietCap(c)

Proof. 1. To prove (1) we need to show 2 things:

(a) accpo(H, c) C auth, o(H, ¢): Since auth, o(H, c) = U cAuth, o(H,"T)
vretCap(c)
therefore we need to show that acc, o(H,c) C  |J  cAuth,o(H,"r)
vretCap(c)

By induction on ¢

i. ¢ = if e then ¢; else ¢o:
From Lemma 33 we know that acc,o(H,e) C  |J  cAuth,o(H,"r)
vretCap(e)
From Definition 33, tCap(c) = tCapExpr(e) U tCap(c1) U tCap(cs)
Therefore from Definition 31, acc, o(H, ¢) C U  cAuth,o(H,"r)
vretCap(c)
ii. ¢ = while e do ¢;:
From Lemma 33 we know that acc,o(H,e) C  |J  cAuth,o(H,"r)
vretCap(e)
From Definition 33, tCap(c) = tCapExpr(e) U tCap(cy)
Therefore from Definition 31, acc,o(H,¢) C  |J  cAuth,o(H,"r)
vretCap(c)
ili. ¢ = e := ey
From Lemma 33 we know that acc, o(H, e1) C U cAuth, o(H,"T)
vretCap(er)

Simialrly from Lemma 33 we know that acc, o(H, e2) C U cAuth,o(H,"r)

vretCap(ez)
From Definition 33, tCap(c) = tCapFExpr(e) U tCapFxpr(e;)
Therefore from Definition 31, acc, o(H, ¢) C U  cAuth,o(H,"r)
vretCap(c)
iv. ¢ = c¢1;¢o:

IH1: acc,o(H,c1) C U cAuth,o(H,"r)

vretCap(cy)
IH2: acc,o(H, c2) C U cAuth,o(H,"r)

vretCap(cz)
From Definition 33, tCap(c) = tCap(c¢1) U tCap(cs)

Therefore from Definition 31, acc, o(H, ¢) C U  cAuth,o(H,"r)
vretCap(c)
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(b) auth,o(H", ") C auth,o(H, c)
Induction on the execution step:
i. CAf:
H" = H and ¢ = ¢;

Since tCap(c1) C tCap(c) from Definition 33, therefore U cAuth,o(H,"r)
vretCap(c'’)

C U cAuth, o(H,"r)
vretCap(c)
ii. C-else:
H" = H and ¢" = ¢y
Since tCap(c’) C tCap(c) from Definition 33, therefore U cAuth, o(H,"r)
vretCap(c')

- U cAuth,o(H,"r)
vretCap(c)
iii. C-while 1:
H"” = H and ¢” = ¢;;while e do ¢;

Since tCap(c’) C tCap(c) from Definition 33, therefore U cAuth, o(H,"T)
vretCap(c')

- U  cAuth,o(H,"r)
vretCap(c)
iv. C-while 2:
H” = H and ¢" = skip
Since tCap(c’) C tCap(c) from Definition 33, therefore U cAuth, o(H,"T)
vretCap(c’)

C U cAuth, o(H," )
vretCap(c)
v. C-assign:
c" = skip
Since tCap(c”) = () from Definition 33, therefore U cAuth, o(H","r)
vretCap(c’)

- U  cAuth,o(H,"r)

vretCap(c)

vi. C-seq 1:

" =cf; e

IH: U cAuth, o(H","r) C U cAuth, o(H,"r)

vretCap(cy) vretCap(cr)
Therefore, U cAuth, o(H","r) C U cAuth, o(H,"r)
vretCap(ciUcs) vretCap(ciUcs)

vii. C-seq 2:

¢ = skip; c; and ¢’ = ¢;. Also, H' = H

Since tCap(c) = tCap(c’) from Definition 33.

Therefore, U cAuth, o(H,"r) C U cAuth, o(H,"r)
vretCap(c'’) vretCap(c)

2. To prove (2):

We know that one of the 2 cases can arise:
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(a) accpo(H,c) pcAuth,o(H,"r):
In this case we need to prove cAuth,o(H',"r) = cAuth,o(H,"r)

Case v =R
By induction on o
i. C-if, C-else, C-while 1, C-while 2, C-seq 2:
H =H
Therefore, cAuth, o(H',"r) = cAuth, o(H,"r)

ii. C-assign:
From Definition 31 we know that there exists a (', W) € acc,o(H, c).
Given this, no matter which ®r we choose cAuth, o(H,%r) will
include 7/, R in it (from Definition 36).
Hence acc,o(H, ¢) > cAuth, o(H,"r) and this case cannot arise.
iii. C-seq 1:
From IH
Case v =W
By induction on e
i. C-if, C-else, C-while 1, C-while 2, C-seq 2:
H =H
Therefore, cAuth,o(H',"r) = cAuth,o(H,"r)

ii. C-assign:
In the W case cAuth,o(H,"r) can have all the possible W ac-
tions for the principal p and under authority map Q.
According to Definition 36 the only dependence on heap is “r €
hCap(H), besides this the values of the heap doesnt matter. And
since dom(H) = dom(H") thus cAuth, o(H',"r) = cAuth,o(H,"r)

iii. C-seq 1:
From IH

(b) acco0(H,c) > cAuth, o(H,"r):

In this case we need to prove cAuth,o(H',"r) C cAuth,o(H,"r) U
U  cAuth,o(H,”'r")

v ' etCap(c)

Since acc, 0(H, c)>cAuth, o(H,"r) so v must be R otherwise acc,o(H,c) /

>cAuth, o(H,"r) (defintion of > and Definition 36).

By induction on —¥¢:
i. C-if, C-else, C-while 1, C-while 2, C-seq 2:
H' = H. Therefore, auth, o(H,"r) = auth,o(H',"r)
Therefore, auth, o(H',"r) C auth, o(H,"r)U U cAuth, o(H, vl
v ' €tCap(c)
ii. C-assign:
5 cases arise:
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. H'(r)y=H(r)="ry
cAuth, o(H',"r) = cAuth, o(H,"T)
Therefore, auth, o(H',"r) C auth, o(H,"r) U U cAuth,o(H," 1)
v/ €tCap(c)
. H'(r)="'ry and H(r) = (v2 # V213)
2 cases arise
e vy =R:
cAuth,o(H',"r) = cAuth, o(H,"r) by Definition 36.
Therefore, auth, o(H',"r) C auth, o(H,"r) U U cAuth, o(H," 1)
virretCap(c)
o v =W:
cAuth, o(H',”r) would also contain the authority to write
over r; and everything that can be computed via r;, under
p and Q.
This is already upper bounded by U cAuth, o(H, vt )
v rictCap(es)
from Lemma 34 and hence by
U cAuth, o(H," 1)
v ' etCap(c)
. H'(r)=(va #™ry) and H(r) ="'y
2 cases arise
® V) = R:
cAuth, o(H',Vr) = cAuth, o(H,"r) by Definition 36.
Therefore, auth, o(H',”r) C auth, o(H,"r)U U cAuth, o(H," 1)
virtetCap(c)
o v =W:
cAuth,o(H',"r) is already a subset of cAuth,o(H,"r)
from Definition 36.
Therefore, auth, o(H',"r) C auth, o(H,"r) U U cAuth, o(H," 1)
virretCap(c)
H'(r)=(va £"2ry) and H(r) = (v #"1ry)
cAuth, o(H',"r) = cAuth, o(H,"r) by Definition 36. /
Therefore, auth, o(H',”r) C auth, o(H,"r)U U cAuth, o(H,” 1)
v ' ctCap(c)
. H'(r)="1ry and H(r) = "2ry:
4 cases arise:
e vy =Rand v, = R:
cAuth,o(H',Vr) = cAuth, o(H,"r) by Definition 36.
Therefore, auth, o(H',"r) C auth, o(H,"r) U U cAuth, o(H," 1"
virietCap(c)
o 11 =W and 1, =R:
cAuth, o(H',"r) would also contain the authority to write
over r; and everything that can be computed via r; under
p and Q.

This is already upper bounded by U cAuth,o(H, vyt )
v retCap(ez)
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from Lemma 34 and hence by
U cAuth, o(H," 1)
v’ €tCap(c)
e vy =Rand vy, =W:
cAuth,o(H',"r) is already a subset of cAuth,o(H,"r)
from Definition 36.
And hence from IH1, auth,o(H',"r) C auth,o(H,"r) U
U cAuth, o(H," 1"
v ' €tCap(c)
e vy =Wand vy =W:
Since H'(r) = Wry. Therefore, from Lemma 2 B(p) >L
@(7’1).
And from Definition 36, we know that (r, W) is in cAuth, o(H,"r)
for all r € dom(H)
Therefore, cAuth, o(H',"r) = cAuth, o(H,"r)
iii. C-seq 1:
IH: auth, o(H',"r) C auth,o(H,"r)U U cAuth, o(H," 1"
virretCap(c)
Therefore from IH we get
auth, o(H',"1) C auth,o(H,"r) U U cAuth, o(H,"
v’ €tCap(c)

/

r')

O
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